
Regulations Fuel 
Strategy Shifts 

93% rethought 
cybersecurity strategy



58% completely 
reconsidered their 
approach.

93%

58%

Spending Increases While 
Compliance Confidence Doesn't

Only 40% feel they’ve made 
the investments to meet 
compliance; 19% made 
minimal investments.

94% experienced job role 
changes due to regulations; 
45% gained significant new 
responsibilities.
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SEC Cyber Rules Reshape Corporate 
Risk Management

80% believe all boards need one 
member with cybersecurity 
expertise; 55% report they have 
one expert, 31% have multiple.
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56% report security incidents 
to the board within 1-2 days; 
45% noted increased reporting 
time over the last year.

56%
2023 +45%

Cyber Resilience Act 
Readiness
About a third express full 
confidence in meeting CRA 
requirements.

AI Regulation 
Consensus
83% support regulations on 
AI development and use.

83%

Regulations vs. Reality
Are the Fed's Attempts at Wrangling 
Incident Disclosure Effective?

Download Full Report

https://swimlane.com/resources/reports/cybersecurity-regulation-effectiveness/

