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SOLUTION BRIEF

Swimlane and Okta

WHY WE WORK BETTER TOGETHER

Okta provides identity and access management for the enterprises, protecting
workforce and customers identities. Okta and Swimlane have teamed up to
help security analysts better understand security threats and prevent the
unthinkable data breach or identity theft. We empower IT to automatically
check on users daily for adherence to defined thresholds and ensure user
access is tightly managed, reducing risk of data loss, and reducing spend on
SaaS applications.

BUSINESS CHALLENGE

According to the Wall Street Journal, the Federal Trade Commission tallied 9.9
million consumer victims of identity theft last year, costing consumers $5 billion
and businesses and financial institutions nearly $48 billion. To maintain secure
environments security teams are faced with numerous challenges. They must
be able to quickly review and manage which users are provisioned to which
SaaS solutions, set thresholds for user management, automatically review all
provisioned users on a regular basis without a daily, monthly, or weekly manual
review and provide reporting of users that are in violation thresholds based on
company policy, or regulatory compliance.

BENEFITS

® Set User Access Thresholds & Grace Periods
® Schedule User Access Checking Frequency
® Define Notification Templates

® Reports, Dashboards, and Trending
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AT A GLANCE

Increased visibility into SaaS
applications

Reduced Attack Services

Reduced spending by
identifying unused services
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SOLUTION OVERVIEW ]

Okta integration with Swimlane allows security teams to define and set best practice thresholds for user access to

SaaS applications. They can automatically check all users daily (or more frequently) for adherence to defined thresholds
as well as send automatic notifications to stakeholders identifying access that doesn’t meet company policy and
standards. Automation can be set up to enforce user access via SSO to ensure it is tightly managed, reducing threats

of data loss and identity theft.

HOW IT WORKS

Automated deprovisioning based on your defined business processes, your user access review, and enforcement with
Swimlane and Okta.
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BETTER TOGETHER

About Okta About Swimlane

Okta is the leading independent provider of identity for Swimlane is at the forefront of the security orchestration,
the enterprise. The Okta Identity Cloud enables automation and response (SOAR) solution market and
organizations to securely connect the right people to the was founded to deliver scalable security solutions to
right technologies at the right time. With over 6,500 organizations struggling with alert fatigue, vendor
pre-built integrations to applications and infrastructure proliferation and chronic staffing shortages.

providers, Okta customers can easily and securely use
the best technologies for their business. Over 8,400
organizations, including JetBlue, Nordstrom, Slack,
Teach for America and Twilio, trust Okta to help protect
the identities of their workforces and customers.
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