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The C-suite and boards are more involved in cybersecurity decisions 

than ever before, but executive leaders still have a huge disconnect 

between perceptions and operational realities. This gap leads to 

miscommunication and missed expectations that could pose great 

risks to the enterprise, said Cody Cornell, co-founder and chief 

strategy officer with Swimlane.

Swimlane’s 2023 Cyber Threat Readiness Report found that 70% 

of executives think all security alerts are being managed – starkly 

contrasting the 36% of front-line employees who say alerts are

being addressed.

“The hard thing about working in security ops is you have to be right 

all the time – unlike an attacker who has to be right once at a moment 

in time,” Cornell said. “As an offensive team, you have to be right all 

the time. If you have this known gap of things being left unchecked, 

unresolved, unmitigated, then you have risk exposure.”

While enterprises have embraced automation, it’s often not embedded 

as a core competency. Automation is a journey, and it involves a 

maturation process. Organizations should evolve their automation 

capabilities through systematic adoption of frameworks, he said.

In this video interview with Information Security Media Group at Black 

Hat USA 2023, Cornell also discussed:

•	 Key highlights from the 2023 Cyber Threat Readiness Report;

•	 The challenges of perception alignment in managing security alerts;

•	 How Swimlane’s ARMOR Assessment helps security leaders identify 

security gaps.

Cornell is responsible for 

the strategic direction and 

development of Swimlane’s 

low-code security automation 

platform. His focus on the 

open exchange of expertise 

allows him to work closely with 

industry-leading technology 

vendors and partners to identify 

opportunities, streamline and 

automate security operations 

activities that speed cyber 

response and enable security 

automation initiatives.

C O DY  C O R N E L L

https://swimlane.com/resources/reports/cyber-threat-readiness-report/
https://swimlane.com/armor-assessment
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Report Findings and Surprises

TOM FIELD: What are some of the key findings of 

Swimlane’s 2023 Cyber Threat Readiness Report?

CODY CORNELL: What really stood out to us 

was that there seems to be a pretty big disparity 

between the perception that executives have 

versus what the people that actually are doing 

the work, the people that are sitting at the desks 

with their hands on the keyboard, have. We saw in 

the survey that the great majority of executives, 

somewhere around 70%, think that all of their 

security alerts are being managed. If you ask the 

people actually doing the work, the number is half 

of that. It’s around 35%. It’s interesting to see the 

perception mismatch of what’s being done and, 

more concerningly, what’s not being done.

FIELD: What surprised you?

CORNELL: The thing that surprised me was twofold. 

One: There’s an expectation among leadership 

and people that are doing the work that they’re 

never going to be able to fill all their roles, so there 

are always going to be vacancies, which for some 

organizations is a struggle.

“There’s an expectation among leadership and people that 

are doing the work that they’re never going to be able to fill all 

their roles, so there are always going to be vacancies, which for 

some organizations is a struggle.”

Two: Across a lot of different topics, be it the 

number of alerts that are being managed or what 

type of tools they should be using, there seems 

to be a pretty big gap between what people that 

are doing the work and people that are running 

those teams think is the current status of things. 

When you have those expectations and perception 

mismatches, that creates communication issues 

and it can create missed expectations.

The Biggest Gap

FIELD: What is the biggest misalignment you found? 

CORNELL: The biggest misalignment we found was 

around the perception of how much people were 

actually getting done versus how much was being 

left on the table. 

FIELD: What’s at risk because of that? 

CORNELL: The hard thing about working in 

security ops is you have to be right all the time 

– unlike an attacker who has to be right once 

at a moment in time. As an offensive team, you 

have to be right all the time, and keeping up with 
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that is really concerning. If you have this known gap of things being left 

unchecked, unresolved, unmitigated, then you have risk exposure. If you 

look at the changes that are happening with the U.S. Securitities and 

Exchange Commission (SEC) and how people have to report on security 

breaches and what the government’s trying to do with breach notification, 

that’s a lot of risk – not just for the organization and brand but also for 

leadership. They’re becoming much more responsible personally and as an 

organization for what might happen.

The Automation Journey

FIELD: Let’s talk about the state of automation. Everyone desires to have 

more automation in their organization. But where do you see enterprises 

displaying their immaturity when it comes to automation?

CORNELL: A whole group of organizations haven’t really embraced 

automation as a core competency. We talk a lot about endpoint security 

and log management, and that’s how the leading organizations that are 

really addressing all their alerts are using automation. It’s how they’re 

achieving that. Historically, we’ve thought about doing that within security 

operations inside of the SOC, but where we see people excelling is outside 

of the SOC. They’re supporting automation across the security landscape 

inside of their organization.

FIELD: How do you recommend that organizations mature their 

automation capabilities and, at the same time, be able to future-proof or 

help future-proof their SecOps?

CORNELL: Automation is a journey, and there’s a maturation process. 

Organizations that have adopted automation and started to see value 

from it should think about how they adopt frameworks that will allow 

them to mature it systematically, because it’s not one of those things 

that just makes an instant leapfrog. You’ve got to work at it. That’s why we 

put together our ARMOR Framework. It helps organizations put together 

the metrics and the KPIs they should be looking at to know if they’re 

making improvements.
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The ARMOR Assessment

FIELD: What is the ARMOR Assessment, and how does 

it help organizations, particularly security leaders, 

identify the gaps that need to be addressed?

CORNELL: Our ARMOR Framework comes in 

two parts. There’s a readiness assessment and a 

basic level operations maturity. Are you ready for 

operations? That means: Do you have executive 

alignment? Do you have the right people on your 

team? Do you have the tools in place? Can you go 

off and do this successfully? Then, once you’ve 

started down that journey, we have a tangible 

and tactical set of measures that you can use to 

determine if you’re doing this right and getting 

better. We call it the ARMOR Matrix. A lot of things, 

such as MITRE ATT&CK and OODA loops and kill 

chains, help threat detection, but there’s not as 

much out there for automation maturity. We want

to help people close that last mile on automation 

and remediation.

FIELD: Assessment’s one thing, but how do you then 

put the results to work?

CORNELL: The results show you’re maturing if the 

number of alerts that you’re managing manually 

goes down, if the enrichment is happening 

“If you’re maturing, you’ll start to get a lot of time back and get 

much more consistent and effective results. You’ll see it in the 

happiness of your team and the results of the program, and 

you’ll be better at leveraging your tools.”

automatically and if you’re closing things from a 

mitigation perspective without having to do that 

by hand. If you’re maturing, you’ll start to get a lot 

of time back and get much more consistent and 

effective results. You’ll see it in the happiness of 

your team and the results of the program, and you’ll 

be better at leveraging your tools. You’ve made lots 

of investments in those tools, and you’ll get a lot 

more out of them.

Assess Your Readiness

FIELD: Where can our audience learn more about this?

CORNELL: They can take a readiness assessment

on our website. There’s both a readiness assessment 

and an ROI calculator around automation.

https://swimlane.com/resource/automation-readiness-maturity-orchestrated-resources-framework/
https://swimlane.com/resources/reports/armor-matrix/
https://swimlane.com/armor/
https://swimlane.com/roi-calculator/
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