Turbine Hero Al

The Ultimate SecOps Companion

Maximize SecOps Effectiveness and Accountability

Hero Al is a collection of artificial intelligence (Al) innovations available in Swimlane
Turbine. It combines human and machine intelligence to optimize Security Operations
(SecOps) and maximize return on investment. With Swimlane's combination of of
generative Al, automation, and low-code technology security operations center (SOC)
teams elevate productivity to new levels.
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Hero Al Innovations

The Swimlane LLM

Swimlane developed its own secure and transparent large language model (LLM) to ensure
that all Turbine solutions can be Al-enhanced while all data is kept private and secure.

Crafted Al Prompts

Hero Al crafted prompts enable customers to leverage data in alerts, cases, intelligence, and
automation pipelines. They can select from a range of LLM and apply Al throughout any workflow.
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Al Case Summarization

Hero Al case summarization is an intuitive tool that uses the Swimlane LLM to categorize and prioritize
issues more efficiently. It helps analysts quickly understand the most intricate cases, alerts, and
intelligence.

Context-Aware Recommended Actions

The Swimlane LLM is trained on all cybersecurity frameworks and customers own Knowledge Base
best practices. Hero Al takes context from these sources to recommend specific actions based on its
individualized learning algorithm.

Al-Augmented Reporting

Hero Al generates stakeholder-ready after-action reports in seconds. These reports clearly
communicate complex, technical information, to stakeholders of all skill levels and native languages.

Schema Inference

Hero Al schema inference is an intelligent testing and curation tool that allows users to gain complete
insight into a data source for any action, streamlining access and empowering analysts to build robust
and efficient playbooks with ease.

Al-Enhanced ChatBots

Text-to-Code

The Text-to-Code ChatBot acts as a one-stop scripting assistant to generate complex scripts.
Powered by OpenAl, it generates Python outputs and executes test actions directly within Turbine
Canvas. This ChatBot helps to create powerful playbooks with advanced logic in mere seconds.

HelpDocs Query

The HelpDocs Query gives instant answers when and where needed, in any language. This Al-enhanced
ChatBot is trained on the Turbine Platform documentation to provide immediate support for questions.
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S SWIMLANE Swimlang delivers automation for the entire‘security organization. Swimlane
Turbine is the Al-enhanced low-code security automation platform that
unifies security teams, tools, and telemetry in-and-beyond the SOC into a
single system of record to reduce process and data fatigue while quantifying
business value and ensuring overall security effectiveness. For more

information, visit swimlane.com.
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